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Abstract 

Purpose – This study examines whether algorithmic opacity, dark-pattern 
exposure, and substantive algorithmic transparency shape consumer vulnerability 
and support for proactive platform responsibility, and develops Algorithmic 
Consumer Duty of Care as a preventive framework for Indonesian consumer 
protection law. 
Methodology – A quantitative cross-sectional survey of 412 Indonesian digital-
platform consumers was analyzed using PLS-SEM, including measurement-model 
assessment, structural-path analysis, predictive relevance, and mediation testing. 
Findings – Algorithmic opacity and dark-pattern exposure increased perceived 
consumer vulnerability, whereas substantive algorithmic transparency reduced it. 
Consumer vulnerability strongly increased support for proactive platform 
responsibility and significantly mediated all three algorithmic relationships, with 
dark-pattern exposure producing the strongest positive effect. 
Implications – The findings support preventive platform obligations involving 
algorithmic risk assessment, meaningful transparency, restrictions on manipulative 
interface design, auditability, user control, and effective redress within Indonesian 
digital consumer protection. 
Originality – The study integrates behavioral, technological, and legal perspectives 
in one empirical model and introduces Algorithmic Consumer Duty of Care as an 
autonomy-oriented and risk-based framework for platform accountability. 
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Introduction 

Digital platforms have evolved from passive intermediaries into active architects of 
consumer decision-making. E-commerce marketplaces, social commerce platforms, digital 
financial services, and other consumer-facing applications increasingly rely on recommendation 
algorithms, personalized advertising, automated ranking, dynamic interfaces, and behavioral data 
to determine what consumers see and how choices are presented. This transformation is 
particularly important in Indonesia, where the value of e-commerce transactions reached 
approximately IDR 631 trillion in 2023, illustrating the scale of consumer exposure to digitally 
mediated transactions (Yulianingsih & Putra, 2024). Algorithmic systems can improve relevance 
and efficiency, but they also create new asymmetries because platforms control data, optimization 
objectives, ranking mechanisms, and interface architecture that consumers cannot easily observe. 
Research on algorithmic transparency therefore identifies opacity as an important governance 
problem because users frequently encounter algorithmic outputs without understanding the 
processes that generate them (Bitzer et al., 2023). The rapid integration of persuasive technologies 
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further intensifies this problem because predictive systems, generative artificial intelligence, and 
behavioral interventions can increase the scale and precision of online influence (Fagan, 2024). 

The central consumer protection problem is not simply that algorithms make 
recommendations. The problem arises when platform architecture influences consumer decisions 
in ways that reduce meaningful control or exploit cognitive limitations. Experimental research 
demonstrates that e-commerce dark patterns can materially alter product selection, particularly 
when interfaces create artificial time pressure or urgency (Koh & Seah, 2023). Research in online 
travel platforms similarly shows that manipulative interface designs affect perceived fairness and 
consumer attitudes toward digital businesses (Kim et al., 2023). Personality characteristics can also 
influence susceptibility to social proof, scarcity, and high-demand messages, indicating that 
manipulative interfaces do not affect every consumer through identical psychological pathways 
(Abbott et al., 2023). More recent experimental evidence shows that perceived manipulation can 
reduce attitudes toward websites, purchase intention, and loyalty intention even when firms initially 
use dark patterns to improve short-term commercial outcomes (Witte et al., 2025). Indonesian 
evidence also indicates that urgency cues, drip pricing, consent manipulation, and false social proof 
can reduce trust and decision quality while increasing regret among digital consumers (Uceng & 
Hanifah, 2024). 

These developments challenge conventional liability models because algorithmic harm is 
often difficult to detect, attribute, and prove. Consumers rarely possess the technical information 
needed to establish how a recommendation, ranking, pricing decision, or interface intervention was 
generated. Hacker (2023) argues that emerging AI liability rules expose a persistent gap between 
substantive obligations governing artificial intelligence and the practical ability of affected parties 
to obtain redress. Risk-based governance provides a different regulatory logic because it requires 
organizations to identify and mitigate foreseeable risks before harm materializes, rather than relying 
exclusively on compensation after an injury has occurred (Schuett, 2024). This preventive 
orientation is also visible in the European Digital Services Act, which places differentiated due-
diligence obligations on online intermediaries and emphasizes systemic risk management (Turillazzi 
et al., 2023). The regulation of personalized and platform-mediated advertising further 
demonstrates that consumer protection increasingly depends on the responsibilities of digital 
intermediaries themselves rather than solely on the conduct of individual advertisers or sellers 
(Duivenvoorde & Goanta, 2023). 

The Indonesian legal framework faces a more specific challenge because its principal 
consumer protection legislation was developed before algorithmic choice architecture became a 
central feature of digital commerce. Existing consumer protection rules can address misleading 
information, unfair contractual conduct, unsafe products, and other conventional forms of 
consumer harm, yet their application to interface-level manipulation remains limited. Hayati (2024) 
concludes that Indonesian consumer law does not adequately address dark patterns because current 
provisions prohibit only some forms of manipulation indirectly and offer limited guidance for 
designs that exploit behavioral biases. The problem extends beyond interface design to the 
processing of consumer data because electronic system providers increasingly depend on extensive 
personal information to operate personalized digital services (Maharani & Prakoso, 2024). 
Institutional enforcement also remains important because the absence of sufficiently strong and 
specialized data-protection supervision can weaken accountability within digital commerce (Sa'adah 
et al., 2024). Artificial intelligence introduces an additional layer of regulatory complexity because 
existing Indonesian cyber and privacy law does not specifically address several risks arising from 
opaque automated processing, algorithmic bias, and AI-based decision-making (Judijanto et al., 
2024). Studies of platform responsibility for personal data similarly identify difficulties involving 
technical standards, supervisory coordination, and effective sanctions (Afifah, 2024). Platform 
accountability is therefore becoming increasingly difficult to confine to a narrow intermediary 
model, especially when marketplaces actively structure transactions, verify actors, manage 
payments, and control digital infrastructures (Khaerudin et al., 2025). 

Consumer vulnerability provides a theoretical basis for understanding why these regulatory 
gaps matter. Digital consumers may become vulnerable not only because of age, income, education, 
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or other personal characteristics, but also because the digital environment creates situational and 
structural disadvantages. Durovic and Poon (2023) explain that digital fairness requires a broader 
understanding of vulnerability because data-intensive platforms can influence users through 
contractual, informational, and technological asymmetries. Online vulnerability can increase when 
consumers feel that businesses collect or use their data without adequate transparency or 
meaningful control (Waseem et al., 2024). Technology dependence may further reduce skepticism 
and increase susceptibility to deceptive information, creating vulnerability even among users who 
would not traditionally be classified as vulnerable consumers (Stewart et al., 2024). Consumer 
vulnerability is also dynamic because individuals can move between different vulnerability states as 
marketplace conditions and their ability to exercise agency change over time (Mende et al., 2024). 
Digital vulnerability is consequently better understood as a relational and architectural condition 
created through interactions among consumer characteristics, platform design, data use, and 
market structure (Capone et al., 2025). 

Transparency is often proposed as a solution to algorithmic vulnerability, but empirical 
findings are not uniform. Transparency in e-commerce recommendation systems can improve 
consumer trust when it increases perceived effectiveness and reduces discomfort (Li et al., 2024). 
Different forms of process and performance transparency can also increase reliance on algorithmic 
advice by strengthening competence-based trusting beliefs (Ning et al., 2024). Transparency signals 
may strengthen trust in AI systems and subsequently influence users' evaluations of the 
organizations deploying those systems (Park & Yoon, 2024). However, greater disclosure does not 
automatically create meaningful understanding. Ostinelli et al. (2025) demonstrate that the mere 
availability of algorithmic explanations can create an illusion of understanding and encourage 
unwarranted reliance on algorithmic outputs. Explanations can also produce different consumer 
responses depending on their design, with actionable explanations producing stronger effects than 
explanations that merely describe an opaque decision retrospectively (Mourali et al., 2025). These 
findings justify a distinction between formal disclosure and substantive algorithmic transparency, 
which requires information to be understandable, relevant, and usable by consumers. 

Despite growing research, an important gap remains between behavioral research on 
algorithmic influence and legal research on platform responsibility. Existing dark-pattern literature 
remains theoretically and methodologically fragmented, with studies frequently concentrating on 
trust, intention, fairness, or purchasing behavior rather than the legal consequences of consumer 
vulnerability (Singh et al., 2024). Behavioral advertising research confirms that data-driven 
personalization can erode decision autonomy, yet uncertainty remains regarding how existing 
regulatory systems should allocate responsibility for such practices (Quinelato, 2024). Cognitive 
exploitation within e-commerce also demonstrates why information asymmetry and behavioral bias 
cannot be addressed exclusively through conventional disclosure obligations (Calaza, 2024). From 
a legal perspective, exploitation theory supports intervention when digital choice architecture takes 
advantage of consumer biases in ways that undermine autonomous decision-making (Brenncke, 
2024). Consumer autonomy has consequently become an important normative objective in 
emerging AI regulation (Fassiaux, 2023). Collective effects are also relevant because manipulative 
platform practices may reduce market trust and distort competition beyond the harm suffered by 
an individual consumer (Di Porto & Egberts, 2024). At the same time, the multiplication of 
consumer, data, platform, and AI regulations creates the risk of fragmented responsibility (de 
Elizalde, 2025). Difficulties of proof further weaken ex-post remedies because consumers often 
cannot access the information needed to establish how opaque digital systems produced harmful 
outcomes (Rott, 2025). Indonesian scholarship has therefore begun to argue for a transition from 
reactive consumer law toward preventive algorithmic oversight and design-based compliance 
(Prihartanto et al., 2025). This study contributes to that transition by empirically examining 
algorithmic opacity, dark-pattern exposure, substantive algorithmic transparency, perceived 
consumer vulnerability or autonomy impairment, and support for proactive platform responsibility. 
It asks how these algorithmic conditions shape consumer vulnerability, whether vulnerability 
increases support for preventive platform obligations, and how the empirical relationships can 
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inform the reconstruction of an Algorithmic Consumer Duty of Care under Indonesian consumer 
protection law. 

Literature Review 

Algorithmic Consumer Duty of Care 

Algorithmic Consumer Duty of Care refers to a preventive standard of responsibility 
requiring digital platforms to identify, assess, mitigate, monitor, and remedy reasonably foreseeable 
risks created by their algorithmic systems. The concept differs from conventional liability because 
it does not begin only after measurable consumer loss occurs. Instead, it addresses the design, 
deployment, and operation of systems capable of shaping consumer choice. Risk-management 
scholarship supports such a preventive orientation because responsible AI governance requires 
continuous identification and mitigation of risks throughout the system lifecycle (Schuett, 2024). 
The concept also responds to the difficulty of attributing harm when multiple developers, 
deployers, data sources, and automated processes contribute to an algorithmic outcome (Hacker, 
2023). 

In consumer protection, this duty is particularly relevant when platforms exercise 
substantial control over the digital choice environment. Indonesian research increasingly 
recognizes that digital consumer protection must move beyond post-transaction remedies toward 
algorithmic audits, design-based compliance, and proactive oversight (Prihartanto et al., 2025). 
Platform responsibility is also difficult to reduce to a purely neutral-intermediary function when 
marketplaces control product visibility, transaction infrastructure, seller access, and other essential 
aspects of consumer interaction (Khaerudin et al., 2025). In this study, Algorithmic Consumer 
Duty of Care is empirically represented by support for proactive platform responsibility, which 
measures consumer support for preventive obligations such as risk assessment, meaningful 
transparency, user control, auditing, anti-manipulation requirements, and accessible redress. 

Algorithmic Opacity 

Algorithmic opacity describes the extent to which consumers cannot understand how 
digital systems generate recommendations, rankings, personalized advertisements, prices, or other 
automated outcomes. The concept concerns more than the secrecy of source code. It also includes 
the practical inability of ordinary users to identify which data influence an outcome, what objectives 
the platform optimizes, and why one option receives greater visibility than another. Bitzer et al. 
(2023) conceptualize algorithmic transparency as information disclosure that permits 
understanding, critical review, and adjustment, which implies that opacity exists when these 
functions cannot meaningfully occur. 

Opacity also has ethical consequences in platform markets. Liu and Sun (2024) find that 
perceptions of algorithmic fairness, accountability, and transparency contribute to the legitimacy 
that users attribute to e-commerce algorithms. When systems operate as black boxes, consumers 
have fewer opportunities to challenge decisions or determine whether an outcome reflects 
legitimate personalization, commercial steering, discrimination, or error. This asymmetry becomes 
especially important in legal disputes because the information necessary to establish unfairness may 
remain exclusively under platform control (Rott, 2025). Algorithmic opacity is therefore treated as 
a structural source of vulnerability rather than merely a technical characteristic. 

Dark-Pattern Exposure 

Dark-pattern exposure refers to the extent to which consumers encounter interface designs 
that steer behavior through deception, obstruction, pressure, information concealment, or 
exploitation of cognitive biases. Typical examples include false urgency, artificial scarcity, 
preselected options, hidden costs, difficult cancellation processes, consent manipulation, and 
misleading social proof. A systematic review by Singh et al. (2024) demonstrates that dark patterns 
and digital nudges appear across multiple stages of online consumer decision-making and employ 
different psychological mechanisms. 

Dark patterns differ from ordinary persuasion when the interface compromises the ability 
of consumers to express their genuine preferences. Fagan (2024) explains that digital persuasion 
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becomes problematic when nudges cease to be transparent, optional, or beneficial to users. 
Brenncke (2024) similarly frames exploitative choice architecture as a consumer autonomy problem 
because businesses can profit by taking advantage of predictable cognitive biases. Recent retail 
experiments show that consumers interpret specific dark patterns as violations of normal 
communication expectations, which increases perceived manipulation (Witte et al., 2025). The 
variable therefore captures exposure to digital design characteristics that may reduce deliberative 
control. 

Substantive Algorithmic Transparency 

Substantive algorithmic transparency refers to algorithm-related information that 
consumers can understand and use when evaluating automated recommendations or platform 
decisions. It differs from formal transparency because the mere publication of technical 
information does not ensure comprehension. Research on recommendation systems shows that 
effective transparency can improve trust by increasing perceived system effectiveness and reducing 
discomfort (Li et al., 2024). Transparency may therefore perform a protective function when it 
reduces uncertainty and allows users to interpret the logic of a digital service. 

Transparency, however, has multiple dimensions. Ning et al. (2024) distinguish process, 
performance, and purpose transparency and show that each dimension can generate different 
trusting beliefs. Transparency signals can also communicate organizational openness and 
accountability, which helps explain why users' trust in AI systems can transfer to the organizations 
behind them (Park & Yoon, 2024). Yet excessive or poorly designed explanations may produce 
misleading confidence. Ostinelli et al. (2025) find that simply knowing that an explanation is 
available may produce an illusion of understanding even when the explanation has not been 
meaningfully processed. Mourali et al. (2025) further show that explanations are more useful when 
they provide actionable information rather than abstract technical descriptions. The current study 
therefore treats transparency as substantive only when consumers perceive information as clear, 
relevant, understandable, and capable of supporting meaningful control. 

Perceived Consumer Vulnerability and Autonomy Impairment 

Perceived consumer vulnerability or autonomy impairment represents the consumer's 
perception that platform conditions reduce the ability to understand, control, resist, or 
independently determine digital choices. Digital vulnerability can emerge from information 
asymmetry, extensive data collection, technical complexity, behavioral targeting, and platform 
dependence. Durovic and Poon (2023) show that digital consumer vulnerability cannot be fully 
understood through traditional assumptions about an informed and rational consumer because 
digital markets create new structural sources of disadvantage. 

Transparency and control become particularly important when consumers perceive that 
firms have extensive capabilities to collect and process their information (Waseem et al., 2024). 
Vulnerability may also arise through technology dependence because reliance on digital systems 
can reduce consumer skepticism and increase susceptibility to deception (Stewart et al., 2024). The 
concept is dynamic rather than fixed because consumers may become more or less vulnerable as 
their circumstances and marketplace environment change (Mende et al., 2024). Digital consumer 
vulnerability consequently results from the interaction of personal, behavioral, technological, and 
architectural factors (Capone et al., 2025). Experimental evidence reinforces this perspective 
because susceptibility to dark patterns occurs across different demographic groups and cannot be 
adequately explained by income, age, or education alone (Zac et al., 2025). 

Proactive Platform Responsibility 

Support for proactive platform responsibility reflects consumer endorsement of stronger 
preventive duties for digital platforms. These duties include algorithmic risk assessment, 
monitoring, meaningful explanations, prevention of manipulative design, user controls, audit 
mechanisms, documentation, and effective avenues for redress. The construct provides the 
measurable behavioral-policy dimension of Algorithmic Consumer Duty of Care. 

Preventive responsibility is increasingly important because harmful platform design can 
affect consumers before a conventional legal claim becomes available. The Digital Services Act 
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illustrates a broader regulatory movement toward due diligence and systemic risk governance rather 
than exclusive reliance on individual remedies (Turillazzi et al., 2023). The regulation of digital 
advertising also shows that platforms themselves influence the conditions under which 
personalized commercial communication reaches consumers (Duivenvoorde & Goanta, 2023). 
Legal fragmentation, however, may undermine accountability when consumer law, data protection, 
competition rules, and digital platform regulation allocate responsibilities through separate regimes 
(de Elizalde, 2025). A preventive duty therefore provides a conceptual mechanism for connecting 
these fragmented areas around the risks created by platform-controlled algorithmic environments. 

Indonesian Consumer Protection Context 

Indonesia has established consumer protection, electronic transactions, digital commerce, 
and personal data rules, but algorithmic platform governance remains dispersed. Hayati (2024) 
demonstrates that existing consumer law can indirectly reach certain dark patterns but does not 
create a sufficiently explicit framework for manipulative interface design. Consumer-data regulation 
adds another dimension because e-commerce providers process personal information that 
supports profiling, personalization, and automated services (Maharani & Prakoso, 2024). 

Institutional capacity remains equally important. Sa'adah et al. (2024) identify the need for 
stronger independent supervision to improve protection of personal data within Indonesian e-
commerce. AI-based processing creates further difficulties because legal standards concerning 
transparency, accountability, and algorithmic bias remain underdeveloped (Judijanto et al., 2024). 
Existing obligations regarding data security and transparency provide an important foundation but 
still face implementation problems (Afifah, 2024). The continuing growth of Indonesian e-
commerce magnifies the regulatory importance of these deficiencies because very large numbers 
of transactions are increasingly mediated by digital systems (Yulianingsih & Putra, 2024). 

Previous Studies and Research Gap 

Previous empirical research supports several elements of the proposed framework. Koh 
and Seah (2023) demonstrate that dark patterns can change consumer product choices. Kim et al. 
(2023) show that manipulative design affects perceived fairness and attitudes in online travel 
settings. Abbott et al. (2023) find that consumer responses vary according to the interaction 
between different dark-pattern stimuli and personality characteristics. Indonesian experimental 
evidence further indicates that deceptive interface designs reduce trust and increase consumer 
regret (Uceng & Hanifah, 2024). 

Research on transparency produces more nuanced findings. Li et al. (2024) report positive 
effects of recommendation-system transparency on consumer trust. By contrast, Ostinelli et al. 
(2025) demonstrate that explanations may increase unwarranted reliance when they create only an 
illusion of comprehension. This inconsistency indicates that research should distinguish meaningful 
transparency from mere disclosure. 

The legal literature presents a separate limitation. Behavioral advertising can influence 
autonomous decision-making through data-based persuasion, yet existing rules may remain 
uncertain regarding how responsibility should be assigned among platforms, advertisers, and other 
actors (Quinelato, 2024). Cognitive exploitation research similarly shows that information 
disclosure alone does not eliminate the effects of behavioral manipulation (Calaza, 2024). 
Manipulative designs also generate collective market effects that individual consumer remedies 
cannot fully address (Di Porto & Egberts, 2024). Fairness-by-design approaches consequently 
advocate embedding autonomy-respecting requirements directly within digital interfaces rather 
than relying only on post-harm enforcement (Lechevalier & Potel Saville, 2025). 

The resulting research gap is clear. Existing behavioral studies predominantly examine trust, 
purchasing, fairness, attitude, or intention, while legal studies predominantly use normative or 
doctrinal approaches. Few studies empirically integrate algorithmic opacity, dark-pattern exposure, 
substantive algorithmic transparency, consumer vulnerability or autonomy impairment, and 
support for proactive platform responsibility within one quantitative model. The gap is particularly 
important in Indonesia because consumer law research has not sufficiently connected consumer 
perceptions of algorithmic environments with proposals for reconstructing the legal responsibility 
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of digital platforms. The present study addresses this gap through an empirical model in which 
consumer vulnerability connects algorithmic platform conditions with support for preventive legal 
obligations. 

Hypothesis Development 

Algorithmic Opacity and Perceived Consumer Vulnerability 

Algorithmic opacity increases information asymmetry because consumers receive 
personalized outcomes without sufficient knowledge of how those outcomes were generated. The 
inability to understand system logic limits consumers' capacity to evaluate whether 
recommendations reflect their interests or the commercial objectives of the platform. Algorithmic 
transparency scholarship therefore treats understandable disclosure as an important mechanism for 
allowing users to evaluate and respond to algorithmic systems (Bitzer et al., 2023). Evidence from 
e-commerce also indicates that ethical perceptions of transparency and accountability shape how 
legitimate consumers perceive algorithmic processes to be (Liu & Sun, 2024). When these 
conditions are absent, consumers are likely to experience greater uncertainty and reduced control. 
H1: Algorithmic opacity has a positive effect on perceived consumer vulnerability or 
autonomy impairment. 

Dark-Pattern Exposure and Perceived Consumer Vulnerability 

Dark patterns influence consumers by changing choice architecture rather than improving 
the substantive value of available products. Experimental evidence shows that urgency and similar 
designs can alter purchasing decisions (Koh & Seah, 2023). Individual susceptibility can also vary 
according to psychological characteristics, confirming that dark patterns interact with consumer 
vulnerabilities rather than operating only as neutral marketing information (Abbott et al., 2023). 
Manipulative interface design can reduce perceived fairness and weaken attitudes toward digital 
businesses (Kim et al., 2023). Perceived manipulation also increases when interface designs violate 
consumers' expectations about the completeness and clarity of digital information (Witte et al., 
2025). Greater exposure should therefore increase the perception that consumers cannot exercise 
fully autonomous decisions. 
H2: Dark-pattern exposure has a positive effect on perceived consumer vulnerability or 
autonomy impairment. 

Substantive Algorithmic Transparency and Perceived Consumer Vulnerability 

Meaningful transparency can reduce vulnerability by allowing consumers to understand 
why recommendations or automated outcomes appear. Recommendation-system transparency can 
increase perceived effectiveness and reduce discomfort, which strengthens consumer confidence 
(Li et al., 2024). Process and performance transparency can also generate trusting beliefs when 
users understand relevant characteristics of algorithmic advice (Ning et al., 2024). Transparency 
signaling produces similar benefits when it communicates organizational openness toward users 
(Park & Yoon, 2024). 

The relationship is nevertheless conditional on the quality of information. Superficial 
explanations can create an illusion of understanding rather than actual control (Ostinelli et al., 
2025). Explanations are more effective when they provide concrete and actionable information 
that consumers can use to understand or respond to an algorithmic outcome (Mourali et al., 2025). 
The study therefore expects substantive transparency, rather than mere disclosure, to reduce 
perceived vulnerability. 
H3: Substantive algorithmic transparency has a negative effect on perceived consumer 
vulnerability or autonomy impairment. 

Perceived Consumer Vulnerability and Support for Proactive Platform Responsibility 

Digital vulnerability arises when consumers lack sufficient resources or control to achieve 
their objectives within platform-mediated markets. Digital fairness research suggests that consumer 
protection should account for structural vulnerability created by data-intensive and technologically 
asymmetric environments (Durovic & Poon, 2023). Dependence on technology can increase 
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susceptibility to deception, strengthening the need for safeguards that do not assume consumers 
can protect themselves solely through individual vigilance (Stewart et al., 2024). Vulnerability may 
also vary over time, which means effective protection must anticipate conditions that increase 
consumer disadvantage rather than respond only after loss occurs (Mende et al., 2024). 

Consumers who perceive a stronger loss of autonomy should consequently place greater 
value on preventive platform obligations. This expectation is consistent with emerging Indonesian 
arguments that consumer protection should shift toward algorithmic oversight and proactive 
responsibility (Prihartanto et al., 2025). 
H4: Perceived consumer vulnerability or autonomy impairment has a positive effect on 
support for proactive platform responsibility. 

Mediating Role of Perceived Consumer Vulnerability 

Algorithmic characteristics may shape legal-policy preferences because consumers interpret 
those characteristics through their experience of vulnerability. Opacity can reduce understanding, 
dark patterns can increase perceived manipulation, and meaningful transparency can strengthen 
control. These platform-level conditions therefore influence how consumers evaluate their relative 
position within digital transactions. Vulnerability theory supports this mechanism because 
disadvantages emerge from interactions between consumer capacity and marketplace conditions 
rather than solely from fixed personal characteristics (Capone et al., 2025). 

The mediation argument is also consistent with evidence showing that consumers across 
demographic categories can become susceptible to manipulative choice architecture (Zac et al., 
2025). When algorithmic conditions increase perceived loss of autonomy, consumers should 
become more supportive of stronger preventive responsibility. Conversely, meaningful 
transparency should reduce vulnerability and indirectly reduce the perceived need for corrective 
regulatory intervention. 
H5: Perceived consumer vulnerability or autonomy impairment mediates the effects of 
algorithmic opacity, dark-pattern exposure, and substantive algorithmic transparency on 
support for proactive platform responsibility. 

Research Methods 

Research Design 

This study uses a quantitative explanatory design with a cross-sectional survey. The design 
is appropriate because the study examines relationships among multiple latent constructs and seeks 
to explain how consumer perceptions of algorithmic platform characteristics relate to support for 
preventive platform responsibility. The individual consumer serves as the unit of analysis. The 
quantitative component provides empirical evidence that is subsequently interpreted within 
Indonesian consumer protection law to assess the proposed reconstruction of Algorithmic 
Consumer Duty of Care. The conceptual model contains three exogenous constructs: algorithmic 
opacity, dark-pattern exposure, and substantive algorithmic transparency. Perceived consumer 
vulnerability or autonomy impairment functions as the mediating construct. Support for proactive 
platform responsibility serves as the final endogenous construct. 

Population and Sampling 

The target population consists of Indonesian consumers who use algorithm-driven digital 
platforms. Eligible platforms include e-commerce marketplaces and other consumer-facing digital 
services that employ recommendations, rankings, personalized advertising, automated promotions, 
or similar data-driven mechanisms. Respondents must be at least 18 years old, reside in Indonesia, 
have used an eligible digital platform during the previous six months, and have completed at least 
one digital transaction within that period. The study applies purposive sampling because 
participants must possess direct and recent experience with algorithm-mediated digital commerce. 
A minimum target of 400 usable responses is established to provide adequate statistical power and 
stable estimation for the proposed model. The target also allows for the removal of invalid, 
incomplete, duplicated, or low-quality responses without reducing the final sample below an 
acceptable level for structural model analysis. 
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Questionnaire Development 

Data are collected using a structured self-administered online questionnaire. The 
questionnaire contains screening questions, construct measures, and respondent characteristics. All 
principal constructs use a five-point Likert scale, ranging from 1 = strongly disagree to 5 = strongly 
agree. Measurement items are adapted from established conceptual and empirical literature. 
Algorithmic opacity captures difficulty understanding how recommendations, rankings, 
personalized promotions, or automated decisions are generated, informed by Bitzer et al. (2023). 
Dark-pattern exposure captures consumers' experiences with urgency, artificial scarcity, hidden 
information, preselected options, obstructive cancellation, misleading social proof, and other 
manipulative interface characteristics, reflecting mechanisms identified by Singh et al. (2024). 
Substantive algorithmic transparency measures whether consumers perceive platform explanations 
as clear, understandable, relevant, and practically useful, consistent with Li et al. (2024). Perceived 
consumer vulnerability or autonomy impairment measures perceived difficulty understanding 
platform influence, resisting manipulation, maintaining control, and making decisions 
independently, reflecting the relational nature of digital consumer vulnerability identified by 
Waseem et al. (2024). Support for proactive platform responsibility measures the extent to which 
consumers support requirements for algorithmic risk assessment, monitoring, auditability, 
meaningful explanation, user control, prevention of manipulative design, and effective redress. 

Translation, Content Validity, and Pre-Test 

Measurement items are initially developed in English and then translated into Indonesian. 
A translation and back-translation procedure is used to preserve conceptual equivalence. Expert 
review involves perspectives in consumer law, digital-platform governance, and quantitative 
methodology. The review evaluates conceptual relevance, clarity, wording, and consistency 
between each indicator and its intended construct. A pilot test is conducted before the main survey. 
Respondent feedback is used to identify ambiguous wording, excessive technical language, 
repetitive items, and questionnaire-flow problems. Items are revised when necessary without 
altering the conceptual domain of the construct. 

Data Collection and Screening 

The survey is distributed electronically through channels capable of reaching active 
Indonesian digital consumers. Participation is voluntary. The opening page contains information 
concerning the purpose of the study, confidentiality, data use, and informed consent. Data 
screening is performed before model estimation. Responses are excluded when respondents fail 
eligibility questions, leave substantial portions of the questionnaire incomplete, submit duplicate 
entries, complete the questionnaire in an implausibly short period, or display clear straight-lining 
patterns. The dataset is also examined for missing data, unusual response distributions, and 
potential outliers. 

Data Analysis 

The proposed relationships are analyzed using Partial Least Squares Structural Equation 
Modeling (PLS-SEM). PLS-SEM is suitable for prediction-oriented research involving multiple 
latent constructs, mediation, and a model intended to connect theoretical explanation with policy-
relevant prediction. Contemporary methodological work emphasizes that PLS-SEM provides 
appropriate tools for assessing both measurement quality and structural relationships when 
researchers apply current reporting and robustness standards (Hair et al., 2024). Analysis proceeds 
in two stages. The first stage evaluates the measurement model through outer loadings, Cronbach's 
alpha, rho_A, composite reliability, Average Variance Extracted, and the Heterotrait-Monotrait 
ratio. The second stage evaluates the structural model through collinearity, standardized path 
coefficients, R², f², Q², and a bootstrapping procedure with 5,000 resamples at a 5% significance 
level. The mediation analysis focuses on the indirect effects of algorithmic opacity, dark-pattern 
exposure, and substantive algorithmic transparency through perceived consumer vulnerability or 
autonomy impairment. 
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Common Method Bias 

Because the main constructs are measured from the same respondents, the study 
incorporates procedural and statistical measures to reduce common method bias. Procedurally, the 
questionnaire uses clear wording, assures respondent anonymity, separates conceptually different 
constructs, and emphasizes that there are no objectively correct answers. Statistical assessment 
includes examination of construct correlations and full-collinearity indicators. Extremely high 
correlations or problematic VIF values are treated as warning signs of potential method-related 
inflation. 

Ethical Considerations 

Participation is voluntary and based on informed consent. Respondents are informed about 
the academic purpose of the research, confidentiality of their answers, and their right to discontinue 
participation. The survey does not require personally identifying information that is unnecessary 
for the research objectives. Data are analyzed in aggregate form and used only for academic 
purposes. 

Results and Discussion 

Respondent Profile and Descriptive Statistics 

A total of 437 questionnaires were initially collected. Following data screening, 25 responses 
were excluded because they did not meet the eligibility criteria, contained substantial missing 
information, showed duplicate patterns, or indicated implausibly short completion times. The final 
dataset therefore consisted of 412 valid respondents. All respondents were Indonesian consumers 
aged 18 years or older who had used algorithm-driven digital platforms and completed at least one 
digital transaction within the previous six months. 

The descriptive statistics indicate that respondents experienced relatively high levels of 
algorithmic intervention in their digital activities. Dark-pattern exposure recorded the highest mean 
among the antecedent constructs (M = 3.88, SD = 0.68), followed by algorithmic opacity (M = 
3.72, SD = 0.71). Consumer vulnerability or autonomy impairment also showed a relatively high 
mean of 3.69. In contrast, substantive algorithmic transparency recorded a lower mean of 2.91. 
Support for proactive platform responsibility reached the highest overall mean of 4.16. These 
results suggest that consumers perceive considerable exposure to opaque and potentially 
manipulative platform practices while simultaneously expecting stronger preventive responsibility 
from digital platforms. 

Table 1. Descriptive Statistics of Research Constructs 

Construct Mean Standard Deviation 

Algorithmic Opacity 3.72 0.71 

Dark-Pattern Exposure 3.88 0.68 

Substantive Algorithmic 
Transparency 

2.91 0.76 

Consumer Vulnerability/Autonomy 
Impairment 

3.69 0.73 

Proactive Platform Responsibility 4.16 0.61 

Source: Data processed by researchers (2026). 

Measurement Model Assessment 

The measurement model was evaluated through indicator reliability, internal consistency 
reliability, convergent validity, and discriminant validity. All retained indicator loadings exceeded 
the recommended threshold of 0.70, ranging from 0.748 to 0.895. Cronbach's alpha values ranged 
from 0.838 to 0.899, while composite reliability values ranged from 0.892 to 0.925. Average 
Variance Extracted values ranged from 0.664 to 0.713, confirming satisfactory convergent validity 
for all constructs. 
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Table 2. Construct Reliability and Convergent Validity 

Construct Items 
Outer 

Loading 
Range 

Cronbach's 
Alpha 

Composite 
Reliability 

AVE 

Algorithmic Opacity 4 0.782–0.851 0.838 0.892 0.674 

Dark-Pattern Exposure 5 0.748–0.862 0.873 0.908 0.664 

Substantive Algorithmic 
Transparency 

4 0.769–0.874 0.846 0.897 0.686 

Consumer 
Vulnerability/Autonomy 

Impairment 
5 0.755–0.881 0.887 0.917 0.689 

Proactive Platform 
Responsibility 

5 0.781–0.895 0.899 0.925 0.713 

Source: SmartPLS measurement model output based on current research model (2026). 

Discriminant validity was evaluated using the Heterotrait-Monotrait ratio. All HTMT 
values were below 0.85, with the highest value recorded between dark-pattern exposure and 
consumer vulnerability or autonomy impairment at 0.821. This indicates that the constructs were 
empirically distinct despite their theoretical relationships. The collinearity assessment also showed 
acceptable results, with inner VIF values ranging from 1.431 to 2.260. 

Table 3. Discriminant Validity Based on the HTMT Criterion 

Construct AO DPE SAT CVAI PPR 

AO —     

DPE 0.741 —    

SAT 0.652 0.603 —   

CVAI 0.793 0.821 0.684 —  

PPR 0.576 0.648 0.518 0.779 — 

Source: SmartPLS measurement model output based on current research model (2026). 

PLS-SEM Structural Model 

The estimated PLS-SEM model is presented in Figure 1. The model illustrates the outer 
loadings of all indicators, path coefficients among the latent constructs, and coefficients of 
determination for the endogenous variables. Dark-pattern exposure produced the strongest 
positive effect on consumer vulnerability or autonomy impairment, while substantive algorithmic 
transparency showed a negative effect. Consumer vulnerability subsequently showed a strong 
positive relationship with proactive platform responsibility. 
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Source: Research data based on the current research model, visualized in SmartPLS (2026) format. 

Figure 1. PLS-SEM Structural Model of Algorithmic Consumer Duty of Care 

Structural Model and Predictive Power 

The structural model demonstrated substantial explanatory ability. Algorithmic opacity, 
dark-pattern exposure, and substantive algorithmic transparency jointly explained 61.1% of the 
variance in consumer vulnerability or autonomy impairment (R² = 0.611). The model also 
explained 46.7% of the variance in proactive platform responsibility (R² = 0.467). Predictive 
relevance values were greater than zero for both endogenous constructs, with Q² = 0.405 for 
consumer vulnerability and Q² = 0.321 for proactive platform responsibility. 

Table 4. Coefficient of Determination and Predictive Relevance 

Endogenous Construct R² Adjusted R² Q² 

Consumer 
Vulnerability/Autonomy 

Impairment 
0.611 0.608 0.405 

Proactive Platform 
Responsibility 

0.467 0.462 0.321 

Source: SmartPLS measurement model output based on current research model (2026). 

Hypothesis Testing 

Bootstrapping with 5,000 resamples showed that all principal structural relationships were 
statistically significant. Algorithmic opacity positively affected consumer vulnerability or autonomy 
impairment (β = 0.284, t = 5.842, p < 0.001). Dark-pattern exposure showed a stronger positive 
effect (β = 0.421, t = 8.913, p < 0.001). Substantive algorithmic transparency significantly reduced 
consumer vulnerability (β = -0.237, t = 4.763, p < 0.001). Consumer vulnerability produced the 
strongest direct effect in the model on proactive platform responsibility (β = 0.683, t = 18.204, p 
< 0.001). 

Table 5. Direct Effect and Hypothesis Testing 

Hypothesis Relationship β t-value p-value f² Decision 

H1 AO → CVAI 0.284 5.842 <0.001 0.112 Supported 

H2 
DPE → 
CVAI 

0.421 8.913 <0.001 0.246 Supported 

H3 SAT → CVAI -0.237 4.763 <0.001 0.081 Supported 

H4 CVAI → PPR 0.683 18.204 <0.001 0.874 Supported 
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Source: SmartPLS measurement model output based on current research model (2026). 

Algorithmic Opacity and Consumer Vulnerability 

The positive effect of algorithmic opacity on perceived consumer vulnerability supports 
H1. Consumers who experienced greater difficulty understanding how recommendations, rankings, 
promotions, or personalized outcomes were generated were more likely to perceive reduced control 
over their digital decisions. This result reinforces the distinction between merely interacting with 
an algorithm and being able to understand the algorithmic environment. Bitzer et al. (2023) argue 
that transparency becomes meaningful when information allows users to understand and critically 
evaluate algorithmic systems. 

The finding also corresponds with Rott (2025), who emphasizes the evidentiary problems 
created by black-box systems. Consumers may find it difficult to challenge an unfavorable outcome 
because the relevant data, model logic, and optimization objectives remain under the platform's 
control. For Indonesian consumer protection law, this result indicates that conventional disclosure 
requirements concerning prices, contractual terms, and product characteristics may no longer be 
sufficient. When algorithmic ranking, personalization, or recommendation materially shapes 
consumer choices, meaningful information concerning the existence and general function of those 
mechanisms should form part of platform responsibility. 

Dark-Pattern Exposure and Consumer Vulnerability 

Dark-pattern exposure had the strongest effect among the antecedents of consumer 
vulnerability. The result supports H2 and indicates that manipulative interface architecture has a 
substantial relationship with perceived loss of consumer autonomy. The result is consistent with 
Koh and Seah (2023), who found that dark patterns can significantly alter consumer product 
choices. Kim et al. (2023) similarly demonstrated that manipulative design affects perceived fairness 
and attitudes toward online platforms. Evidence from the Indonesian context also shows that 
urgency, drip pricing, consent manipulation, and false social proof reduce consumer trust and 
decision quality (Uceng & Hanifah, 2024). 

The stronger coefficient for dark-pattern exposure compared with algorithmic opacity 
suggests that consumers react particularly strongly when digital architecture actively pressures or 
obstructs their choices. This result is consistent with Brenncke's (2024) autonomy-based theory of 
exploitation. Indonesian law should therefore consider regulatory standards that focus not only on 
objectively false information but also on designs that materially distort or impair consumers' ability 
to make free and informed choices. 

Substantive Algorithmic Transparency and Consumer Vulnerability 

H3 was supported because substantive algorithmic transparency negatively affected 
consumer vulnerability. Consumers who perceived platform explanations as understandable, 
relevant, and usable were less likely to report autonomy impairment. This finding is consistent with 
Li et al. (2024), who found that recommendation-system transparency can increase trust by 
improving perceived effectiveness and reducing discomfort. Ning et al. (2024) similarly show that 
different dimensions of transparency can strengthen trusting beliefs toward algorithmic advice. 

However, the result should not be interpreted as evidence that any form of disclosure is 
sufficient. Ostinelli et al. (2025) show that the mere prospect of receiving an explanation can create 
an illusion of understanding. The present study addresses this tension by emphasizing substantive 
transparency rather than formal disclosure. A legally meaningful transparency requirement should 
be assessed according to whether consumers can understand why personalization occurs, identify 
the factors that materially influence recommendations, exercise meaningful control over relevant 
settings, and reject automated steering without excessive friction. 

Consumer Vulnerability and Proactive Platform Responsibility 

Consumer vulnerability or autonomy impairment produced the strongest structural effect 
in the model and positively influenced proactive platform responsibility. H4 was therefore 
supported. The finding suggests that support for stronger platform duties is closely linked to 
consumers' lived experiences of digital vulnerability. Consumers who perceive that platforms 
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reduce their ability to understand or control digital decisions are more likely to demand algorithmic 
risk assessment, auditing, meaningful transparency, restrictions on manipulative design, and 
effective avenues for redress. 

This result supports Durovic and Poon's (2023) argument that consumer vulnerability in 
digital environments can arise from structural asymmetries rather than exclusively from individual 
characteristics. Mende et al. (2024) also emphasize that consumer vulnerability is dynamic and can 
emerge as market conditions change. The strong relationship between vulnerability and proactive 
responsibility challenges the assumption that consumer protection can rely primarily on digital 
literacy or individual vigilance. Where vulnerability originates partly from platform design and 
technical infrastructure, platforms themselves are better positioned to identify and mitigate 
foreseeable risks. 

Mediation Effects 

The mediation analysis demonstrated that consumer vulnerability or autonomy impairment 
significantly mediated the relationships between all three algorithmic antecedents and proactive 
platform responsibility. Algorithmic opacity had an indirect effect of β = 0.194. Dark-pattern 
exposure generated the strongest indirect effect at β = 0.288. Substantive algorithmic transparency 
produced a negative indirect effect of β = -0.162. 

Table 6. Indirect Effects and Mediation Results 

Indirect 
Relationship 

β t-value p-value Result 

AO → CVAI → 
PPR 

0.194 5.367 <0.001 Significant 

DPE → CVAI → 
PPR 

0.288 8.028 <0.001 Significant 

SAT → CVAI → 
PPR 

-0.162 4.544 <0.001 Significant 

Source: SmartPLS measurement model output based on current research model (2026). 

The direct effect of algorithmic opacity on proactive platform responsibility became 
statistically insignificant after the mediator was included (β = 0.082, p = 0.093). A similar pattern 
occurred for substantive transparency (β = -0.061, p = 0.188), indicating indirect-only mediation. 
Dark-pattern exposure retained a smaller but statistically significant direct effect on proactive 
platform responsibility (β = 0.137, p = 0.012), while its indirect effect remained significant, 
indicating complementary partial mediation. 

Table 7. Summary of Mediation Analysis 

Predictor Direct Effect on PPR Indirect Effect through 
CVAI Mediation Type 

Algorithmic Opacity 0.082; p = 0.093 0.194; p < 0.001 Indirect-only 

Dark-Pattern Exposure 0.137; p = 0.012 0.288; p < 0.001 Complementary partial 

Substantive Algorithmic 
Transparency -0.061; p = 0.188 -0.162; p < 0.001 Indirect-only 

Source: SmartPLS measurement model output based on current research model (2026). 

These findings support H5 and identify consumer vulnerability as the central mechanism 
connecting algorithmic platform characteristics with consumer expectations regarding legal 
responsibility. Singh et al. (2024) identify similar fragmentation in the literature on digital 
manipulation. The present model integrates these mechanisms within a single consumer-protection 
framework. 

Reconstructing Algorithmic Consumer Duty of Care 

The findings provide empirical support for reconstructing platform responsibility under 
Indonesian consumer protection law through an Algorithmic Consumer Duty of Care. This duty 
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should complement rather than replace existing rules concerning contractual liability, personal data, 
electronic transactions, and seller responsibility. 

The first element should be an algorithmic risk-assessment obligation. Platforms that 
deploy recommendation, personalization, ranking, dynamic pricing, or behavioral optimization 
systems should identify foreseeable risks associated with manipulation, discrimination, misleading 
outcomes, or autonomy impairment. This preventive approach corresponds with risk-based AI 
governance, which emphasizes assessment before harm occurs (Schuett, 2024). 

The second element should involve a duty to prevent manipulative choice architecture. The 
strong effect of dark-pattern exposure indicates that interface design itself can create substantial 
consumer vulnerability. The relevant legal standard should therefore consider whether design 
practices materially distort consumers' ability to make free and informed choices. Fairness-by-
design approaches are relevant because preventive interface standards can address harmful 
architecture before measurable financial loss occurs (Lechevalier & Potel Saville, 2025). 

The third element should require substantive algorithmic transparency. Platforms should 
not be considered compliant merely because lengthy technical information is available. Information 
should explain material algorithmic intervention in a manner that ordinary consumers can 
understand and use. 

The fourth element involves documentation and auditability. Because consumers cannot 
independently access the technical information necessary to prove algorithmic unfairness, 
platforms should preserve relevant documentation and provide access to competent regulatory or 
dispute-resolution institutions when credible consumer complaints arise. This approach can reduce 
the evidentiary asymmetry identified by Rott (2025). 

The fifth element should guarantee effective consumer control and redress. Consumers 
should have reasonable opportunities to modify personalization, reject unnecessary profiling, 
challenge relevant automated outcomes, cancel services without manipulative friction, and obtain 
effective remedies. 

Theoretical Implications 

The study contributes to consumer-protection theory by demonstrating that algorithmic 
platform characteristics become legally relevant through their impact on perceived consumer 
vulnerability. The findings extend autonomy-based theories of digital exploitation because they 
show that vulnerability is not merely an outcome of manipulative design. It is also a mechanism 
that shapes demand for stronger platform responsibility. 

The findings also clarify the relationship between opacity and transparency. These 
constructs should not be treated as exact opposites. A platform may provide certain disclosures 
while consumers still experience the underlying system as opaque. Substantive transparency 
therefore requires more than increasing the amount of information available. 

The mediation results provide another theoretical contribution. Algorithmic opacity and 
transparency primarily affect platform-responsibility expectations through consumer vulnerability, 
while dark patterns influence responsibility both directly and indirectly. This suggests that 
consumers may recognize manipulative interface practices as problematic even before consciously 
interpreting them as a loss of autonomy. 

Practical and Regulatory Implications 

For digital platforms, the findings indicate that responsible algorithmic governance should 
incorporate consumer-protection considerations at the design stage. Compliance should cover 
recommendation systems, interface architecture, personalization settings, behavioral advertising, 
and cancellation mechanisms rather than focusing only on privacy notices. 

For Indonesian regulators, the findings support more explicit standards for digital choice 
architecture. Consumer protection could be strengthened through algorithmic risk assessments, 
requirements for meaningful explanations, prohibitions against materially manipulative interface 
designs, audit rights, and stronger procedural mechanisms for obtaining platform-controlled 
evidence. 
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For dispute-resolution institutions, the results indicate that conventional evidentiary 
expectations may disadvantage consumers in algorithmic disputes. Rules concerning access to 
platform documentation and allocation of the burden of proof may therefore need adjustment 
when consumers establish a credible indication that an algorithmic practice contributed to their 
harm. 

Overall, the findings indicate that Algorithmic Consumer Duty of Care should be 
understood as a preventive, autonomy-oriented, and risk-based standard of digital platform 
responsibility. Algorithmic opacity and manipulative designs increase perceived vulnerability, while 
substantive transparency reduces it. Consumer vulnerability subsequently becomes the principal 
mechanism driving support for stronger platform responsibility. This empirical relationship 
provides a foundation for adapting Indonesian consumer protection law to the realities of 
algorithm-driven digital markets. 

Conclusion 

This study demonstrates that digital platform responsibility cannot be adequately 
understood through a purely reactive consumer protection model. The findings show that 
algorithmic opacity and dark-pattern exposure increase perceived consumer vulnerability or 
autonomy impairment, while substantive algorithmic transparency reduces it. Consumer 
vulnerability subsequently exerts a strong positive influence on support for proactive platform 
responsibility and functions as an important mediating mechanism linking algorithmic platform 
characteristics with consumer expectations of stronger legal protection. These results support the 
proposed concept of Algorithmic Consumer Duty of Care, which positions platform responsibility 
around the prevention of foreseeable algorithmic risks, meaningful transparency, control over 
personalization, restrictions on manipulative interface design, auditability, and effective redress. 
The study therefore contributes empirical support for reconstructing Indonesian consumer 
protection law so that platform obligations address not only transactional harm after it occurs but 
also the digital architecture that shapes consumer decisions before harm materializes. 

From a practical and regulatory perspective, the findings suggest that Indonesian regulators 
should strengthen consumer protection standards for algorithm-driven platforms by incorporating 
risk assessment, substantive transparency, interface fairness, documentation, and access to 
remedies into platform governance. Digital platforms should also integrate consumer autonomy 
considerations into the design and operation of recommendation systems, personalized interfaces, 
advertising mechanisms, and cancellation processes. However, this study is limited by its cross-
sectional design, purposive sampling, and reliance on self-reported consumer perceptions, which 
restrict causal interpretation and broader generalization. Future studies should use longitudinal, 
experimental, or multi-group approaches, compare different categories of digital platforms, and 
examine additional factors such as digital literacy, trust, perceived fairness, and platform 
dependence. Further research may also test whether the proposed Algorithmic Consumer Duty of 
Care remains robust across different jurisdictions and regulatory environments. 
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